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Questions left in the queue:

1. Are you using prox, smartcard, or magstripe, and what were the driving factors for that technology decision? 
· Our whole Access Control system is iCLASS (a 13.56 MHz read/write contactless smart card) with available 2k smartchip. 
· Each card also contains legacy technology for bar code readers, magstripe, junk stripe (which is used for declining balance printing)  
2. The problem I see with "lockdown" is nobody has defined it. It seems like common sense, but as soon as the details need to be configured or proceduralized, there is no answer. I'd be very impressed if you have a solid, written procedure both technical and physical to "lockdown". 
· Our current “lockdown” procedure can only lock all exterior doors and does not allow any access doors to be electronically opened (from the outside). All officers are issued override keys to gain entry into buildings.

· ThreatLevels a new add-on program that will be coming out for C*Cure 9000 (already available for 800) will allow much greater control and specificity with where and how changes to access are handled. 
3. You mentioned HID for your cards, whose hardware did you use for the locks/access control units? 
· Von Duprin, unless a solution was needed they did not make.
4. Who did you use as your consultant?
· Frank Pisciotta, Business Protection Specialist.

· SST (Security Services & Technologies now ADT-Advanced Integration) helped with initial consultation (and once hired), throughout the project. ADT-AI are now are integrator and project consultants.
5. Who decides hierarchical access levels for each user?
· The initial determinations were made by Public Safety and Card Services with guidance from our “hosts” in their Service Level Agreements (SLA’s). Hosts are select persons who are responsible for individual buildings, each determined by The President and/or Provost.

6. Is all of your wiring in conduit?
· Yes, this was a HUGE issue with the GC and added a premium to all project costs. However, it us University policy.

7. Our campus team is seeking example campuses that have organizationally integrated security offices. Beyond the Bucknell experience, any leads on campuses that have done a good job not just with hardware, but the policies, procedures and organization aspects of this topic?
8. How can you do an access controlled door for $3000? Ours are more like $8-12k?
· I’m not sure what the disparate costs can be attributed to. This question came up twice before. One was regarding a California campus. My integrator (ADT-AI) met with the person afterwards to provide the rough numbers. It looked like the installers and contractors were talking a much larger piece of the install price and the hardware pricing was well over MSRP which in turn drove up the cost per door. This was particularly surprising given we used Von Duprin for everything 
9. How did you get buy-in from the upper administration?
· As I stated in the beginning (not everyone was yet online) I wrote and subsequently presented a white-paper to the full Board of Trustees within a week of VT shooting. Emotions were still strong and support was given readily. 
Even later on in the project I kept having to do a lot of sales pitches and marketing to ensure continued support as I keep growing the system. We are adding mobile readers and additional doors so it is a continuous process. 

· Parent Board support in person and in writing was also very key in moving the agenda forward and keeping us focused on what was at stake.
10. What is your budget per door and do you have different types of doors?
· We didn’t do a per door budget per se. We determine what doors we needed and wanted based on several matrices. 
· As far as types we have access controlled (smart doors), Delayed egress (emergency exit) and point controlled (locked, not meant to be opened) doors.
11. Which departments were represented on the project team for Bucknell? Was this driven by the Board of Trustees or Public Safety?
· Core members - Public Safety; Residence Life; Finance (also represented dining & vending); Facilities; IT 

· “Ad-Hoc” & Advisory members – Legal; Marketing/Communications; Student Government; Faculty Senate; Athletics; Registrar; Conference & Events
12. How do you manage the system? Did you have to create a new department for day to day running of the system?
· Yes, a new department, Card Services, was created. They currently report to Student Affairs as 90% of the initial system was located in residence halls. This will most likely shift towards Finance as the focus and size of the system expands.
13. What is the "core" card system (other than C-Cure for door access)?
· Actually, C*Cure is the card production system as well. It is a unified system used for access control as well as card production.
14. What is the difference between "Design Build" vs. "Bid"?
· As I defined it in the presentation

· Bid: a general RFQ sent out to multiple qualified companies for bid.

· DB: One Company, for instance your security integrator, sits down with you, figures out what you need, the price range and designs a system that will meet your needs. The best long-term example of this that I know of would be the UPenn, Temple or Drexel models who bring their providers to all construction meetings.

